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SATARLA is a risk management
consultancy. Our diverse team
has hands-on experience In
implementing integrated and
sustainable risk management from
site to board level across multiple
geographies and industries.
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HEBCoN

Higher Education Business Continuity Network:

Dr Sarah Gordon

» Passionate about making risk management
practical and fruly valuable to decision
makers

* Member of iiRSM

+ Certified Member of the IRM, co-author and
accredited frainer for IRM training courses

» Honorary visiting lecturer at Imperial College
London and Research Associate at the
University of Johannesburg

+ CEO & co-founder, Satarla Risk Management

+  Member of Inspiration-All

Trustee for Geology for Global Development

Co-founder Responsible Raw Materials.
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PERSONAL AND PROFESSIONAL
RESILIENCE:

February 2021 — New home and Satarla 22nd March 2020 - Satarla London training
Scottish office (note the solar panels....) centre....
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1. Define
context &
objectives

WY A  Risk-based '
review, decision
= making and

action

How much can you, and do
you want to do to manage
potential risks?

have

enough " - s ! Ease
suppliese iti y ! lockdown

Options
for action =

array
of risks fo consider

family&
friends
might get
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NOT KNOWN [unmanaged]
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KNOWNS [aware]
Unacknowledged risks

Issues

Events
Incidents

Acknowledged risks

plt

; Surprises §

— -

“Elephants” exist
for many reasons:
- We assume someone

else is dealing with
the risk.

- We don't feel that we 1
can raise the risk. -
- Our own risk

management L.1
process prevents us
from sharing our risk.

KNOW [managed]

- Wessilo our risk
thinking.

|
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NOT KNOWN [unmanaged]
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KNOWNS [aware]

Issues
Events
Incidents

Acknowledged risks

KNOW [managed]
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¥ 1
. *
However.’.‘ risk occurs / evolves
in isolation

Risks are interconnected.

Risk focal points change
as the context of the
environment in which we
are operating change.

One person’s risk is
someone else's cause /
conseguence

- 2]
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...and to what extent is it ok for a risk
to vary?

“how much risk is too much risk2" = risk
appetite and tolerance...

[Note: causal analysis + risk appetite and tolerance... we are
getting in quite deep!]

Lot of bewihond

10
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Whai is n&“qnagement?

P

1. Define
context &
Risk="" objectives

" Effect.of ;
uncertainty on Risk

objectives ’ . Risk-based mqnoemem‘:
(IS0 31000:2018) 43Monlior, decision Doing

c—— review, ] :
"OR: report making and Nelgal=iallale]

An uncertainty: & action Yapout your risks
~that matters e, f

3. Manage
risks

RIS e I AR
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Em‘erpr'ise!»nie risk management?

- .

Environmental
risk
management

Technical /
Production risk
management

management management
Risk-based v Y Integrated,
decision s ) enterprise-wide © ;1 o

risk risks
management

ey, lh e 1. Define
=& * ke S Rl ot 2 e s . context & o
b 1 Gbjectives e Financial risk Sl j Reputation risk

Social risk

A management
Legal risk 3. Manage g
management risks

Safety & Hedalth risk
management
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What's thgall value of risk?

- B

Include both the
upside and
._downside.

uncertainty

1
1
v
Value of managing risk
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Risk throubm_g

Scale of risk

.....

Short, sharp Risks build over time Slow burners - risk develops
risks e.g. and have along over time and is offen ignored
safety “lag” e.g. HR e.g. environment <

15

O
O
O

=
[0

=X

P

% .\

95% chance of risk happening [I’anCf

How many warning signals have been ignored because
of the prioritisation mechanism?
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Impact v action SATARLA

A
LOTS OF

ACTION
NEEDED

Action
needed?

Tolerance

NO ACTION
NEEDED

v

E LOWER HIGHER

L Potential impact on
objectives
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Live risk management & SATARLA

A
LOTS OF .
ACTION Risk 2
NEEDED
Risk 3 .‘
- % L
= c0
.Qg
%)
<2 Risk 5
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, Tolerance
i Risk 4 Risk 1
NO ACTION
NEEDED
Fs LOWER HIGHER
L Potential impact on
objectives
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Risk Training | Consultancy | Research

Live risk management 8SATARLA

A
LOTS OF
ACTION
NEEDED

A

= i
—3 co
.Qg
<2
i A e MR B l __________________________________________ Tolerance
= Risk 4 Risk 5 Risk 3 Risk 1
NO ACTION Risk 2
NEEDED
E LOWER HIGHER
Potential impact on
objectives
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Due to a number of
factors, one of our
team members got
stuck in the DRC when
borders closed in
Southern Africa in mid-
March.

We determined that
the risks he faced were
outside of our
folerance level =
mobilised all conftrols
possible to get him out
of the DRC.

©SATARLA 2020
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Live risk management SATARLA

We came to this

decision having used
rapid scenario impact
acGNIIEERINg
. (utilising our predictions
% of emerging risks)
ACTION NEEDED -t uo:{r{r::; Risk 4 Risk 1 >
noacrion | Risk 4 B Risk 1
»ﬁé‘lp Risk 3
§ ,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, Risk5
e, | RISk Risk 2 Risk 1
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Live risk management SATARLA

Risk Training | Consultancy | Researc

N

Management Options

Future Scenario 1
Lotsor Lorsor
b HuE = s
Basecase Risk 3 A Risk 3
= Risk 2 g Risk 2
g g
Risk 2
AcTION NEEDED :
Ri noacrion | Risk 4 Risk voacrion | Risk 4 Risk 1
isk 3 NeeDED > NeEDED >
¥ Lower WoHER Lower WenER
2 Impact Impact
< ’
Risk 5
noacrion | Risk 4 Risk 1 B
NEEDED
Lower WiGHER q
Impact Future Scenario 2
LOTS OF 4
Acrion
NEEoeD
LOTS OF Risk 3
Acrion s
NEEDED £
Risk 3 g
H I e B Risk5
b ret v S ARG C voncron | Risk 4 Risk2 Risk 1
U2 LOWER NIﬁNEAV
noacrion | Risk4 Risk2 Risk 1 Impact
NEEDED >
Lower WeHER
Impact
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Live risk management SATARLA

A
LOTS OF
ACTION
NEEDED

Action
needed?

Tolerance

NO ACTION
NEEDED

HIGHER

LOWER

Potential impact on
objectives

23

SATARLA
When is a control a real conirol

Does the
task / object/ process...

ACTIVELY
No change the cause(s) or No Not a control

ONLY provide guidance & or impact(s) of the risk?
support?

ONLY collect & or
analyze
data?

Yes

CONTROL

GUIDANCE

DATA COLLECTION

For example
Monitoring
Inspection
Audit

For example
* Procedure

+ Standard
+ Training

Forms part of the supporting information potentially requiredfora
control

Source: Satarla 2019
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In Summary:

Proactive risk management is the path to true resilience.

Personal resilience and professional resilience go hand in
hand.

Modern risk management views risks in networks not
categories / silos.

Keep it simple (don't over complicate risk management — the
world is complicated enough already!).

Concentrate on the real controls.

“OSATARLA 2020

HEBCoN

Higher Education Business Continuity Network

Agenda

* Was Covid-19 really a
black swaneg

» Networks and appetites

» Simple risk
management

* Impact v. action

Controls!
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HOW TO BUILD & USE A

RISK IMPACT VS
ACTION MAP

WHAT

IS AN IMPACT VS. ACTION

MAP?

A
A

A method to prioritise risks by
measuring impact to the organisation
/ project / task against the level of
action needed or able to be taken

Visual tool to highlight
the risks above the

desired tolerance levels

Visual tool to highlight risks
where action is required
immediately or where
controls are weak

WHY

DO PEOPLE USE THEM?

Presents a lot of risk
information in a very
simple and clear
manner

Avoids unnecessary
debate on likelihood
and materiality

@'z}

Prompts robust
discussions to be made
regarding necessary
actions, controls or
prioritisation of risks.

Likelihood

Impact

Brainstorming and
communication tool

I‘\

HOW

SATARLA

Risk Training | Consultancy | Research

WHEN & WHERE

ARE THEY USED?

For any decision-making
activity [useful to compare
options relative to each other]

To track changes over time,
i.e. changes in the internal
or external context

To focus attention

S

As a high level dashboard

[02

Action needed

Action needed
measures whether or
not an action should
be taken to better
manage the risk. If
there is nothing more
you can do to
manage a risk,
position the risk at
the bottom of the axis
in line with “no action
needed”.

Is action needed?

No action needed

Lower

ARE THEY BUILT?

Risk status can change over
time, arrows are placed on the map

to show the relative movement of
risks from one position to another.

4

XXX

(o] Wel o] [-Yex (\/-13

Tolerance line represents the level below which no further I

action can be taken. IF more can be done to better control a risk

1t

Potential impact of risk

Risks are placed
on the map relative
to the potential
impact that risk may
have and the need
for an action to be
taken to mitigate that
risks from occurring.

XXX |®

Higher

Potential impact on objectives
includes both positive and negative impacts.
Impact can be measured in terms of finance;
safety; environment; legal; reputation etc.

to the degree that you feel comfortable, it will be positioned above
the dotted line.

IF a risk is being controlled as far as is reasonably practicable,
and no further action can be taken to mitigate the potential
consequences, it is placed below the dotted line.

©2020 SATARLA
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Risk intelligent decision making
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If you would like to find out more
about what we do, please see our
website:

www.satarla.com

contact@satarla.com

RISK | TRAINING
RISK | CONSULTANCY

RISK | RESEARCH

SATARLA

www.satarla.com
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